
Where privacy may be needed?

Scheduling stations

Waiting rooms

Offices near windows

Patient records and billing

Nurse stations and check-in monitors

Open areas

Devices for mobile employees and executives

Computers-On-Wheels (COWs)

Corridors

Exam rooms

Visual Hacking Risk Areas: Healthcare
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Questions and answers to determine the need for privacy protection

Monitors and laptops Tablets and mobile devices

Are patient records, also called PHI (Protected Health 
Information), displayed on the screen?

Is the computer in a location where unauthorized people 
are present or could potentially walk by and view information 
on the screen?

Is the computer located by a window or other location where  
unauthorized people can view the screen?

We recommend you apply 3M™ Privacy Filters to your screen 
displays to help protect your company and clients’ data from 
visual hacking.

Do any of your personnel use mobile devices to access 
patient records and PHI?

Are the mobile devices ever used in public or other areas where 
unauthorized people can possibly view the device screen?

YES

OR

YES

YES

YES

We recommend you apply a 3M™ Privacy Filter to your tablet 
or smartphone to help protect your data and minimize risk of 
exposure to visual hacking.
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